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1. YcraHoBKa PostreSQL
1.1. YcraHoska nog LI N U X

Ob6A3aTeNlbHO 06HOBUTL BCE PENO3UTOPUM U3 NOZ, root
#apt-get update #apt-get dist-upgrade

1. YcraHasnuBaem PostgreSQL cepsep
# apt-get install postgresql*-server

* - No 3Be3404YKe OPUEHTUPYEMCA Ha NOCNEeAHI00 Bepcuio cepsepa (npumep # apt-get install
postgresqll1-server)

2. lHnupnanmnsmpyem cepsep

# /etc/init.d/postgresql initdb

3. 3anycKaem cepsep

# systemctl start postgresql

4. CtaBMMm cepBep B aBTO3arpysky

# systemctl enable postgresql

5. Co3gaem wabnoH ana pabotbl ¢ 6azamum 1 nosb3osBaTena gna paboTbl ¢ cepBepom

# psql -U postgres templatel -c "alter user postgres with password 'Asdf1234'"
6. Pa3peluaem Haw cermeHT ceTu, Ansa storo npasum ¢ain pg_hba.conf

# nano /var/lib/pgsql/data/pg hba.conf

7. Npasum dann postgresqgl.conf ana npocnywkn Bcex NOPTOB B HALLEM CErMEHTe CeTH

# nano /var/lib/pgsql/data/postgresql.conf



[ANA 3TOro B KOoHew, paiina Aobasasem CTPpoKy
listen_addresses = '*'

8. Mepe3anyckaem cepsep
# systemctl restart postgresql
9. ONuMOHaNbHO MOXKHO A06aBUTb ycTaHOBKY PgAdmin

# apt-get install pgadmin3

1.2. YctaHoBKanog WINDOWS

1. Kauaem mHcTanAaTop
https://www.enterprisedb.com/downloads/postgres-postgresql-downloads

Setup - PostgreSQL

Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

< Back Next > Cancel

Next
3. Bbibrpaem nyTb 419 YCTaHOBKM (Nyylle ocTaBuTb 6e3 M3ameHeHUs)


https://www.enterprisedb.com/downloads/postgres-postgresql-downloads

' Setup

S 4
Installation Directory »

Please specify the directory where PostgreSQL will be installed.

Installation Directory ji’.‘:\Pn:)gram Files\PostgresqQL\15| | r@ [

VMware InstallBuilder

<Back || Next> || cancel
4. CHumaem ranoyky npotus Stack Builder
# Setup - X
L A

Select Components »
Select the components you want to install; dear the components you do not want to install. Click Next when
you are ready to continue.
[AiPostqreSQL Server PostgreSQL database server
& pgAdmin 4
[] Stack Builder
[ Command Line Tools

| vivware InstallBuilder ——————
<Back || Next> || Cancel

5. Bbibupaem nyTb, rae 6yget HaxoAnTbCA Hawa H6asa




' Setup 7 X

Data Directory

Please select a directory under which to store your data.
Data Directory 5::V?rogram Files\PostgresQL\15\datal

]

VMware InstallBuilder

6. YcTaHaB/MBaem naposb Ha 6asy
7. No ycraHosneHHomy nyTu (C:\Program Files\PostgreSQL\15\data) peaaktnpyem pg_hba.conf
[obasnsaem Tyaa CTPOKY C Halleil NoACeTbIo

§ TYPE DATABASE USER ADDRESS METHCD
$ "local" is for Unix domain socket connections only

local all all mdS

$ IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.1/24 hdS

§ IPvé local connections:

host all all ::1/128 md5

$# Allow replication connections from localhost, by a user with the

$# replication privilege.

local replication all mdS
host replication all 127.0.0.1/32 md5S
host replication a2ll ::1/128 md5S
host all all 0.0.0.0/0 md5
8. Pectaptum cnyxby PostgreeSQL
S CryxBet o a X
®aiin  [eiicteme Bug Cnpaeka
@%@ Ecz Hm » .
. Cnyx6el (nokans|
postgresql-x64-15 - PostgreSQL Wma . Onucanme  CocTosrue Tun zanycka i
Server 15 '-lentel(R] Graphics Command... Servicefor.. Beinonwserca Astomatuue...
O ORG) \,?, Intel(R) HD Graphics Cont.m... Service for ... Astomatnue...
Opuocranosuts cnyxby Gk Intel(R) Management Engin... Intel(R) Ma... Beinonnserca  Astomatnue...
Depesanycrute cnyx6y @?ﬁlntel(R) TPM Provisioning S...  Version: 1.6... AgTomaTuye...
;‘2& KtmRm ans koopaunatopa ... Koopaum... Bpyutyto (ak...
Bt \Q; McpManagementService <He yaaer... BpyuHyro
Provides relational database storage. G MessagingService 88763 Cnyx63, 0... Orkniovena
Microsoft App-V Client Manages A... OtkntoueHa
&l Microsoft Edge Elevation Se... Keeps Micr... Bpyunyto
1;‘:‘24 Microsoft SharePoint Works... Bpyutyto
&g, Mozilla Maintenance Service  Cnyx6a n... BpyuHyto
(€ NVIDIA Display Container LS Container... BbinonHAeTcs — ATomaTiue...
% Office Source Engine CoxpaHeH... BpyuHyro
6. Office Software Protection ... Office Soft... Buinonwaerca  Bpyuryro
@.} OpenSSH Authentication A... Agentto h... OtkntoueHa
6.‘73; OpenSSH SSH Server SSH protoc... Beinonwserca  AsTomatnue..
@PDFM PDF24 Prin... Beinonusercs  AsToMatuue..
ZQ, Plug and Play !l Bi A BpyuHy
Gk postgresql-15 - PostgreSQL ... Provides re... AgToMaTH
1 bostgr 5 - Post Buinonnserca
6 PrintWorkflow_8876a Boinonnaerca  Bpyunyro (ak...
< >
< > | PacumpenHbiit /(Craru\apmmﬁ/




2. CepBepHas yactb AUC "CurHan"

KomnoHeHTbI

CepBepHaﬂ 4aCTb COCTOUT U3 CheayroWNX KOMMNOHEHTOB!

CYB/A (B npumepe ncnonbayetca PostgreSQL) - 6a3a AaHHbIX, OTBEYAIOLLLAA 33 XpaHEHUe
nHbopmauymm;

CepBepHasn yactb AUC «CurHan» - HenocpeaCcTBEHHO AAPO CUCTEMbI, OTBEYaloLLEee 33
6usHec-norunky. N B3anmopaenctayrouee ¢ COB M NpoYMmm KOMMNOHEHTAMM CUCTEMbI
AUC HeTt AreHT - KOMMNOHEHT, NpeacTaBAAoWmMin coboi http-cepsep, peannsosbiBatowmii
pa3nunyHble api-MeToAbl, NPU NMOMOLLM KOTOPbIX CTOPOHHUE KOMMNOHEHTbI 0BMeHMBaKOTCA
nHpopmaumen c cepBepHOI YacTbio

lyapa - NporpammHblii KOMNOHEHT, NPeACTaBAAWMIA COO0M HE3aBMCMMYO NPOrpaMmy,
NOCTOAHHO NPOBEPAIOLLYIO AOCTYNHOCTb M KOPPEKTHYIO PaboTy BCEX KOMMOHEHTOB,
BxoAsuwmx B komnaekc AUC «CurHan» n npu HeobxoAMMOCTU NepesanycKaoLmnii
HepaboTocnocobHble KOMNOHEHTbI. TaK}Ke HA 3STOT KOMMNOHEHT BO3/10XKeHa PyHKUUA
nHpopmmposaHmna Agmnuunctpatop AUC «CurHan» o pasinyHbIX HEWTATHbIX CUTYaLUAX
nocpeacTBOM OTNPaBKM COOBLLEHNI Ha 3apaHee HACTPOEHHbIE MNOYTOBbIE ALLNKHA

OncTprbyTtunenbl
HasBaHue HassaHue MyTb ANnA cKaunBaHuUA
KOMMOHEHTA nanku
CYB[, PostgreSQL  |https://www.enterprisedb.com/downloads/postgres-
Bepcus 15.4  |postgresql-downloads
CepsepHasn yactb AUC |server https://disk.yandex.ru/d/T7j90yhXP_yzvQ
«CurHan», AUC Net
AreHT
lyapa guard https://disk.yandex.ru/d/I1GHOeAw1vIM8Q,

MNocnepoBaTenbHOCTb AENCTBUIA ANA YCTAHOBKU cepBepHou yactn AUC "CurHan"

Nouhs~wnN

YctaHaBanBaem paboumin aksemnnap CYB/, c HasBaHMeMm signals, ncnonb3ya npu sTom
LWTaTHble CpeAcTBa pa3BepTbiBaHUA, BxogAwme B AncTpmbytms PostgreSQL
3anyckaem sk3emnasap CYB/ signals

Konupyem Ha cepsep nanky server

3anyckaem signal_srv.exe

3anyckaem aisnetagent.exe

Konupyem Ha cepsep nanky guard

3anyckaem guard.exe

MepexogmMm K HacTpolike cepBepHoit Yyactn AUC «CurHan»



https://www.enterprisedb.com/downloads/postgres-postgresql-downloads
https://www.enterprisedb.com/downloads/postgres-postgresql-downloads
https://disk.yandex.ru/d/T7j9OyhXP_yzvQ
https://disk.yandex.ru/d/I1GHOeAw1vJM8Q

AUNC "CurHan. YctaHoBKa. HacTpolika cepBepHoit yactu'"

3. KnneHtckaa yactb AUC "CurHan"”

KomnoHeHTbI

KAMeHTCKaA 4acTb COCTOUT U3 cneayrowmx KOMMNOHEHTOB:

* CYB[ (B npumepe ncnonbayetca PostgreSQL) - 6a3a gaHHbIX, OTBEYalOLLAA 32 XPaHEHME
nHbopmaymm;

* KnueHtckas yactb AUC «CUrHan» - HenocpeacTBEHHO AP0 KANEHTCKOrO KOMMOHEHTa
cucTeMbl, oTBeYatoLLee 3a 6usHec-noruky. M Bsaumogelictaytoutee ¢ CepBepHOM YacCTblo U
NPOYMMM KOMMOHEHTAMM CUCTEMbI

* CMHXPOHM3ATOP - KOMMOHEHT, NpeAHa3HaYeHHbIM AN CUHXPOHMU3auuKM 6a3. MpeacTtasnser
coboit http-cepBep, peanmsoBbiBatolWmii pa3inyHbie APl meToapbl.

OnctpnbyTmenbl

HasBaHue HasBaHue MyTb AnA cKaunsaHuA

KOMMNOHEHTa nankm
CYB/ B OC cemelictea Unix/Linux yctaHaBAMBaeTCcA U3 perno3nutopums
camou OC. AsnaeTca CTaHAAPTHBIM KOMMOHEHTOM

KnueHntckas yactb  client https://disk.yandex.ru/d/EI4WNUdcpVogMw
AUC «CurHan»
CUHXpOHU3aTOp syncdbapi  |https://disk.yandex.ru/d/9BY2i2e6mrVORg

MNocnepoBaTenbHOCTb AENUCTBUIA ANA YCTAHOBKU KAneHTckou yactu AUC "CurHan"

1. YctaHaBanBaem paboumnin sksemnnap CYB/ ¢ HassaHmem signal_mvd, ncnonbsya npu stom
LUTAaTHbIE CPeACTBA pa3BepTbiBaHWUSA, BXogAWMe B AUcTpmubyTns PostgreSQL

#apt-get update
#apt-get install postgresql*-server

2. MHnymanmsmnpyem b6asy
#/etc/init.d/postgresql initdb

3. CtapTtyem b6a3y

# systemctl start postgresql

4. Co3pgaem CUMAUHK ON1A aBTO3arpy3Ku

#systemctl enable postgresql
#psql -U postgres templatel -c "alter user postgres with password 'Zxcv1234

5. lobaBnsiem Haly ceTb B pa3peLleHHble ceTh

#nano /var/lib/pgsql/data/pg_hba.conf


https://disk.yandex.ru/d/El4WNUdcpVogMw
https://disk.yandex.ru/d/9BY2i2e6mrVORg
http://37.140.198.200/doku.php?id=сигнал:установка:настройка_серверной_части

#nano /var/lib/pgsql/data/postgresql.conf

6. B KOHeL, JOKyMeHTa AobaBnAemM CPOKY
listen_addresses = '*'

7. Pectaptnm PostgreSQL

#systemctl restart postgresql''

8. Yoanaem npeaycraHOB/IEHHbI wine

# apt-get remove wine

9. CMOTPUM OCTaTKM NaAKETOB U PyKamu yaanaem umx
# rpm -qa | grep wine

Mepen ycTaHOBKOM yaanuTe narnky .wine no agpecy
/home/user.

10. YcTaHaBAMBaem wine

# apt-get update

# apt-get install i586-wine-vanilla

# apt-get install i586-libwine-vanilla-gl
S winecfg

11. 3anyckaem n3-nog wine signal_cl.exe. Pe3ynbTaTom 3anycka AOMXKHO NOABUTLCA OKHO C
npeanorkeHnem cosaatb 6asy signals_mvd

localhost
5432
signals_mvd
postares

NMoaknoueHne

% AgmuHncrpatop

®aiin Cwrran Macroscop O nporpamme



12. 3anyckaem n3s-nog wine ¢ain syncdbapi.exe

Mepepg 3anyckom syncdbapi.exe HeobxognMmo
HacTpouTb dain aisnetagent.ini, Haxoasweroca s
nanke syncdbapi

13. CtpykTypa dainna aisnetagent.ini

syncdbapi_type - onucbiBaeT meTtog, B3anmogaenctama ¢ APl gpyrmux npomssogutenen. 0:NMEPEHOC
3AABOK, 1:NEPEHOC OBPALLEHWIM C TEPMUHAA B LB, 2:CUHXPOHM3aLMA CUTHana.
syncdbapi_name - 3aronoBoK OKHa CMHXPOHK3aTOpPa.

syncdbapi_TotallLog - Bectn nor nnu Het. O He Bectu nor, 1 BecTu nor.
syncdbapi_MaxLogLines - MakcMmanbHOe YMC/I0 CTPOK B fiore.
syncdbapi_minimize_on_startup - CBopaumBaTtbca B Tpali npu 3anycke (0-He cBpaunBaTbhbes, 1-
CBOpPAYMBATLCA B TPIN.

signals_syncdbapi_start_interval - IHTepBan 3anycKka cMHXpoHU3auum ¢ 6asoii curHana (0-He
3anycKaTb), B MUIIUCEKYHAAX

signals_cs=PGSQL:host=localhost port=5432 dbname=signals_mvd user=postgres
password=naponb, 3ag4aHHbIN NpKN ycTaHOBKKU PoastgeSQL

signals_frame_path - MyTb K nanke co cHUMKamu cobbITUi

signals_frame_small_path - MyTb K nanke ¢ aMuamm cobbiTmi

signals_video_path - MyTb K nanke ¢ BMAeo cobbITMi

signals_photo_path - MyTb K nanke c ¢potorpadpmnammn nepcoH

signals_sound_path - MyTb K Nanke co 3ByKoBbiMU daiinamu CUrHanmsaummn gna rpynn
signals_api_url - MyTb K API cepBepHOM YacTh curHana
(http://192.168.112.200:60000/signals/api/)

signals_token - TokeH ana goctyna K APl curHana

signals_time_out_ans - TalimayT nony4yeHuMa oTBETa OT CUrHAA, B MUAJIMCEKYHAAX

MepexoamMm K HacTpolike KnneHTckol yactu AUC «CurHan»

AUC "CurHan. YcTaHoBKa. HacTpoiKa KnmeHTCcKon Yactn”


http://192.168.112.200:60000/signals/api/
http://37.140.198.200/doku.php?id=сигнал:установка:настройка_клиентской_части

